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CHERPTEZR 1

GENERAL
1000. C=NERAL. The Informaticn Systems Coordinatecr (ISC) 1s assigned
sencative of MAG-1Z for =211

2 n
by the Commanding Officer as a direct ragrs
intsrnal and exzTsraal £ Lic

i

1001. PURPOSE. The purpcse of
infcrmation on the data prccessi

1¢02. TISTON. The miszsica of the ISC is to provide automaizsd cata
procsssing technical assistznce, to includs nariwars, scitwars, anc
process implementation supgors, ©o perscmnel and unizs cf MRG-L2

2. Leczl Araz Netwerk

3. Scitwars Develcrment
4 Sgecizl informaticon svsiams projects
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0. SENERAL:. The concs
lementztion of the ADPE-:

e DU
ecguipment continuing to increase, it has become necsssary Lo a&ssicn an
ISC. It is essential that additional r=sources ke applied teo the
management and suppori of egquipment within the generzl aznd specizl
stafz.

JRRENT ICZ2T, The currsnt Marine Corgs ADP sur
ructured around centrzlized policy formulation =
cguisition under the Dirsctor, C4 DivisZ

anc &
rrexs Marine Corps. As the senior Marine (Ccorzo
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Drocurement , softwa telzcommunicscions, <ata
rrocessing equipment maintenance, and overzll tachnical dirscticn cI
Marine Corps-wide datz proczssing functions. The cuxrent concszt
inclucdes centrzlizsd managemeni, ragionally consolicdatsd data
srccessing ssexvice facilitiss and the ccntinued uss ¢ establiisned
centrzl desicn and programming activities for the ceveslicrment,
cperation, maintenancs cf Automatad Infcrmaticn Systsms and data
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Therz ar= chrs=s MCCTPA's which ars lccacad at Quantizo,

Tansas City, Misscuri; and alkany, Georgia. Each MCCDER

staffsd, and ecguipred to analyzs, design, develcer, Trogrz
imglament, ancé maintain Class I Rutcmated Informaticn Sysce
ciracted by CMC. The rasccensibls arszs for each MCIDFA
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c Albany, Gecrgia, is responsibls for 21l logiscical ATS
sSuppers.
2. EBesgignal Automatsd Servicss Centew (RASC) Camp Kinger. Okinaws
-Japan. RASC Okinawa provides ADP support to tha SUDDCYTing
establishment and the FMF commands within the Far East ragicns in
accordance with the referznces. The RASC provides full Trocessing
support of Class I ARIS's and general data Processing service to users
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200S5. REQUESTS TOR SERVICES. Reguests for servicss
surmitted to MRAG-12 ISC &t 253-5881%3. THe MAG-12Z ISC
rasquest for further dispositicn if necessazy

"2006. ADTEORIZED MATNTENANCE. znd echelcn
squipment will ONLY ke performed by ISC pers
ecuipment will perform 1st echelon praventive

not autherized to move sguipment LO ancther

2007 . EOQUIBMENT ACCOUNTAZL
units and MCAS units must be apDropriat

Methods of accountability Vary,

T.TTY |

for.
belcow.

1. Taple of Zzsic Bliowance (TBEA). This

has been purchased with Navy funds or "D

ie accounted for by the aprropriats unitc

2 Tahla of Tcuipment (T/E} This tyre ci computsr
v HEszdgu = S

3 Mzinfrzme Teriphewrzl Tquipment 5 eculcment
. . ~ " e
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GENERAL . . . .. 2000 3-3

SCFTWARE DEVZLOPMENT 3001 -3
SMALL SYSTEMS icaz 3-4

LOCAL ARZA NETWORX
MARINE CCRPS
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APPENDIX E

LAN ACCOUNT REQUEST FORM

Ve LAN ACCOUNT REQUEST FORM “
LAST NAME: FIRST NAME: MI:
RANK/GRADE: SSN:
BILLET TITLE: RTD: / /

ACTD DATE:

COMPLETION DATE:

DSN: WORK SECTION:

DOES YOUR JOB REQUIRE THE NEED TO SEND E-MAIL OUTSIDE OF JAPAN?

YES OR NO (CIRCLE ONE)

JUSTIFICATION:

LAN ADMINISTRATOR USE ONLY:

INITIAL PASSWORD ASSIGNED:

ACID:

C LAN ACCOUNT O CS
C SNADS i N
G DIR SER C BMAIL
L [SCTASO ADMINISTRATOR
C LISTISY (OFFICER. SNCOL COLSGTMAL SQDN. RECALL,
NOTE: Anach a copy of the BTR BIR o0 this reguest. NO LAN account wiil be esiabiished

without the BTR'BIR awached. The purpose of the BTR'BIR ts 10 ve

LAN request with the daa in the Marine Corps record system.

rz:» the datz ot the

il
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If needed, the ISC wil
systams used by the organi

3001. SOFTWARE DEVELOPMENT. Th
include softwars suppcrt and Cev

-

1. Ceomputer softwars. Computs
cr commercial softwars, publilc

scf-war=s, or the socfcwars deval

11z

1
-

z. Commer—izl Sofrwars

(1) Only those scflwars packagss contained In Aprendlix A will
ke zuthorizsed on Marine Coris cownea End-User Compuiing Zguipment
(EUCE) . EBersonal scfcwars, o0 inciuds cames, &Xe IIct authorized Zow
use on government EUCE, nor == Covarnment softwars authcrizec Icr uss

on pe rzsonal computer




3002 SOP FOR ISC e

1
system and
* Manacgcer (M

pplications operate on & mainfrazme computzr and
supports the 1 ! £ ' T
or a Supportin
applications g
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TSTEMS. The ISC Section provides installizzticn and
mainteanancs suprort for microcomputaxr t

¢ Repzair. At some pcint, all computsr sguicment
cme type of maintanance. When this cccurz the user

&. Troukls Czils, Mzaintzsnance will be initiated with z troubls
pment maliunction is =z reed, repalirs
1 .

2 based.

c¢all to the ISC. When an ezu
il a &S sScomn as pos
pricrity ci the ecuipment eIff
!

1 -~ S P P 1 = - T Z A
o] Srayvernitive Mzinter-zace., The usaxy is resoensizlis for
praventive maittanancs on Tie end Uuger COMDUTsSY eCulTmernT anc e i o4 —1
.
macnilrnexrss
- = H. —_ - - 1 - - - -~ - —_—— o~ —
1) Clzznlinsss o wWOrK Stacss and The Sgulicient =¥z ena ussx
I, N R 5 lan mF Ay d e leoe T S
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-

hazards. Restors procedurss must ££.Tzstad periodicaily o ensuxs
that backup procsdurszs are adeguats and to rotats the stcrage medlaz
used to hold kackup information. Disk drives arz mors likely to fzil
than

1 solid-state components.

{(3) Uniz/offics SCP's shcul
¢ prevent focd and drink frem :

lips and staplés dropped inte kevkcards, an
£ damage egulipment.

t

CThex commeon CCIUrrsncss

2. inment instzllsticon. Reguests £for installation ¢f hardwars or
softwars w ISC. All installations will ke
=

3003, LOCAT 2RFA NETWOSK/MARINE CORDPS DATA NETWCRE SZCTTON. The
OCkinzwa Wide Arxez Network (CWAN) surpcrts services assccilatsd witn
data communicaticns foxr MCAS Iwakuni.

1. Marine Ccroe Dta Nerwexk (MCDNY', MCDN is the Marine Coros datsa
ccmmunicaticons network thai provides the capapility Zor data
communication throughout the Marine Corps. The mastsr compubtsx
connection called & "ncde" is lccatsd at RASC Okinawa with MCRS

zkuni beinc z sub-ncds to that svstam. Reguests Zorxr connecTivity
ars described in Chaptsr 4 211 prcklems with MCDN, (also czlled
3270) ccanectivity should ke dirszctad Lo the ISC secticn.

2z Dafanss Dars Network (DUNY., DDN is an & DeD communicaticns svstam
that provides the capability for dats transmissicn wecrld wide. Leczl
DDN access is creratszd and maintainsd at Camp Zama, Japan. Usa cf DON
scuirss a micrccompucay, singls line phone, and a medem. Reguest fox
acczss to DDN must ke submitiaed in writing and incliunds rname, rank,
unis, kuildinc rpumber, singls 1 lernone numper, anc an account
if i7 ACIDY e szrvicses Send all
wRUuLEIIZ,
zw=s, cata Iil_=s
connsctivricy shculi z2

[F3]
i
ifl
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(WaNY . A WaM
are connectsed to esach other. Cn
connectivity outside MCAS Iwzkuni.
Okinawa's WAN to zllow for Banyan Vi

‘transfers.

4. Wide RAraz Network

=3

3004. SECURITY. Sscurity covers
managing informaticn raescurces.

system integrity are all managed
coveraed in more detail 2
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LOCAL, AREA NETWORKS . . . . . 400z £-9
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4) If the itcem is under warranty, the item must b
‘to Camp Zama for =
(T™MO) .

2. Automatic Detz Drocessing Focuipmenit (ANDEY Drocursmenit and
- .

Eequisition Proc
n

rom a tach £ers
regquirsd.

c. Ugen aporcval by the ISC Officer, the reguisiticn Zcrm, whkich
will inciude the aporocriation datz informaticn freom the RO's account,
zlong with the criginal raguest will be £iled until asseis ars
availzklis

1 ADD = mata 211 ke aprorovad based cn th Tl syt e
{i) ADD raaussts will ke approvad pased cn tie ISllowind

-~ . -~ - —— 7 - [y - - -
{n} Mha zzs=7 uszacs oI perscnnel In Thg g&CIln
- - - o - - - e
© X Usaexr - AN acogount ussSn Cnlv
-~ - - T — - — e s —— U vr o —
> = gsav - _ZN ZoIount UuEsS NILT CCTIRELCIZ_ LY IEZzE WO -
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. Once the ecuipment is installed
the RO's property account for accountability.

C. EPovsiczl gecurisy zrtliss o systams and oo
CImCConInTs Arrliczcicons ¢ sacurity trocadurss will g2 az =hs lowesz
level .
- T=—= Samvied =as [RE=Re=1 = = = SO racs ek = 3 a g maenm e o= T
-— P = - e - . |-, Trean —an T DL AT LTl - S D m = Ul. Diaiasm— L4
c2 ccnzroilad zz raguirzd Zor zhs lavel of sansizivizos o
Clasziliczaticon
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a. Unclzssifi=d Dsta. Dats must be maintained
that provides protection to the stcrage mediz and gensral

corresgondence filing procsdurss.
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rivacy AcT

ion must be main
ra or Lnauthoriz
. . a

c. (lzsgsgified Datas. Coniidential, Secrszt, Top Secrst, zand
1 Compartmentad Information will pot be processad on
™

. S ?

s that ars connect=d to neon-secure Loczl 2x=z Networks, cor

ng connectad to any externsl network cor medem. In those

instancss wherz classifi ed processing must be proc
P .

=
non-removable hard disk, the entirs
2 £ ol

2 Hazrdware Securizv. & davice which processes clzssifisd and/or
unclassified sensitivse infcrhmztion is sulbject tc computar sacurity
rrocedurss. Pricr oo use in procassing classified iznformation,
workstations and a1l perirheral eguipment will mest the standaxds ¢t
the catesgories for TEMPEST. TEMPEST is a term rsfszrring to the
control of compreoemising emsnations The equipment will ke sither
TEMPEZST Certifizd, TEMBEST 2Zccrsdited, or TEMPEST Aptrcovsd. TEIMPIST
ecuipment is that wnich has bhesn specizlly designed to mest stringent
standards in order to r=ducs the amount of electromacnstlc smanalicns

&. TEMDEST Securitwr, To maintain TEMPEST intsgrity, sfuipment
mav nct ke physiczllv altarsd in any wav to includs ériliing nclas to
secure the unis to a desk, creninc the CEU to ramove cr add ¢aris, oY
zttaching non-TEMEIST cextifisd gperiphnerazls to the sctandard
ceniiguration

1.3
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gerdinzstor (T8 anace ths
squadron's accounts an ISC is appointed at the squadron lsvel The
ISC must be zppcinted by the Commanding Officer, Dirsctcr, cr
Officer-In-Charge of their unit utilizing the format in Appendix D
6. Texrmipnsl Ares Secyrifty Qfficew (TRSQ). To help enforce the
sguadren's security measures stated above, TRA30s ars assigned at Croup
levels. TASOs must be appcinted by the Commanding Officsxr, Diractor,
cr Officer-In-Charge of their unit utilizing the £ n Ar dix =.
Unit TASO0s ars assicned for each unit, ssction, ox t
cepartment with a raguiremezt to use mainframe (RAIS) datz files and
job processes. TASO functicns are zs follows:

&. Must have access viz & terminal to every host to which 211 cf
Che acministeresd users have access.

b. Must perscnally kncw every administered user TASOs cannoct
ensurs that access critaeriz are met and passwords ars properly
disseminated unless he knows the users to be administersd. This

0 s n £t cf more than cne TASD iz -

c Must have phvsical access to zll spacss whers users gain
acgess Lo AIS's.
¢. Must have the abilitv/suthority to add, wvacats, suszend, or

e. Problems cr inguiriss should £irst bé cdirxsctsd and if tossikls
rascived through the TASO IZ 2 soluticn is not found to be vosgsikls,
the TASO shculd czntact the IST secticn




manacex sinculd undsrstand the basics of what a2 oo MPUTsr virus s arns
chers to the follewing controls in protscting LhElr small computar

= Ensurs that an AUTEORIZED VIRUS PROTEZCTICN PROG is lcadec
onts the systam during the boot procsss to scan for viruses cn the
hard drive, memory, and in the hidden systam files.

D. EHEnsurs a scan program ig instzlled to search tleooy diskertsas
for anv potsntially contaminaced cdisksttss.

1
O
Al

Lt

]

c r Local Area Network (LAN) users, ensure Autcecan is lezded
€3 check for viruses prior to logging into the LAN svste

d. Do nct introduce disket of cuesticnari=s criginm into a2

te
werkstaticn that is connectad by &0V nsfwork.

cva ccntrols co not

-
T
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1. Standard. The currsnt Marine Corps LAN standard is Ine ZanvyzEn
Virtual Network Ogperating Sysctem (VINES).

5 Flacrronic Mail (E-MAIT). E-MAIL is a methcd oI communicating
information between individuals or crganizations by means o

ccmputer-to-computer data transier technolocy, ncrma
text messages. E-MAIL is not & parc of z -formel racord c;mmun;catic“

systems, nor is the application menaged as a part cf thz Delsnss
Communication system (AUTODIN) .
3. QGuidelines. The use of E-MAI been far rszaching impllicacicus

T, =]
in the zreas of communications and inf
r 1

ormation security. Thes
unrestricted use of E-MAIL could rssult in the misuse ci current
communications systems, or the petantial loss of infcrmaticn currsnt.
managed per the Marine Corp= racords management Cirsctlives Usa ci
E-MAIL within the Marine Co*ps will be regulatsd and ccntrallsd
consistent with existing policies for other types ci comgutsr Cata
cransfer and racords management standards. Therzfore, ths follcowing
guidelines have kesn est aplished:

vl

=) Mzrine Corps pelicy wiil net be promulgated via Z-MRIL.
Corps policy will ccntinue O be established and promulgal
es znd the Marins Corps publicaticns anc di risy

! G.-_C_;:.C

TAN AcCCounTs:

d - g -— - -
- = = - 3 o= <7 = et =l - N etk Dl -
(1) (Cffizsxs and SHIT'S wWi-- L crovizdss 3 Lo ZCoouUnT WiATO
world widzs SCOoSeSE Upen rEgusse -
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an individuzl to/frem which indivicduzl E-MAIL is sant
his mailbox is only by the individuel to whem it is assic
accordance with established security procaduras )
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€ organizatic T will ke ¢
20l open system architecturs Tndiczate anticipatzd advantages,
problems, and sscurity vulnsrazbilitiss associatsd with systam
intexfzacsg. )

2. Tegting. Describe the develcpmental, security, and ccerational
tests, as appliczkls, to be conducted prior to deplovment of the
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11. CGarrigon Property Bencrting. ALl equipment must be accountcad f
on & Garrison Propexty acccunt kbefcres it is deliversd. 1In this
secticn provide the Garriscn Properiy account number, Rssponsilzis
CEfZicer's name, rank, and Thene number,
12. Qther Comments Inciude any acdditicnzl informztion that will
facilitzts understanding and evaluation cof the informztion system
prepcszal. Training, securizy, privacy, maintenancs, mehilitv and si
Crzparation rsguirements shculd be addrszssed in the section.
G Joint Sisnmatiiracg

(Program Manacer)

(Functicnzl Manacsy)

1
|
=)

1]



—n -

CORPS

MARINE
AFT ATNG.

S

3
=

AR

STAT
1E

A,

I

AR

LET

TMITED

Lt 1 .
11} ! I H
o U] 1 1]
0 n ! T3
. i EREL N ¥
LU} 1
I U 1 .
- af 1 ‘
[¥] =1 |
1] u !
5 '
. d !
T " !
4 1. I
B a l )
~a N " e m
By 0w 0 Vo 1!
v o U 1o W :
om0 Iy ) 'EETILE!
- I i} '
13 H '
i it '
-l _— & b
u Q s ' "
[ = H i "
a 1] _._ 1 "..
! " .
L ....\_ w “ - ol
-1 ' M
o k1 " I th
- . - 1
_ A . ”
el gt a oy L
g 1 W Uy, o
o U ar o U o E "
B ) u il G om ML ¥
- s B = o 0
" ~ 1 u 0 el o :
o] 3 4t oo A3 2
= i l M b oo by m &
= o 8] 0 Loet oy I
R 1] O ] TR Y o ab 1oy A
: U} i Aot o0 Uy tn Wty ;|
g v o5 ST Lk T oy "
@ = L 0 0 1w ooy ty '
b . TR I ¢ ng a4 a0 4
E o u “l ;= fhetd =8 ;
" d o oo c} v 0 ot = o
1 % 1] v B u i oy b -
4 V [ el Y.t Ei -t t oy
tu u ed = 11 0 m | n
L] w (1 20 4 I A 1 db 1
i | ha s BNV YR V] v [ 1
4] =} oo 4 B LY 1
. Ee af 4 U ) )] '
1] )] oo Mo [ ur '
o ) i v g A5 [Sa1] t
'd w - el oI T B O I 4} '
' u n = 0 u ot ol th '
-l et w0 et 00 Q (R '
= (8] ol 4y LA "y -rd 1
[ 40 00 ~ s fh s} '
F1) 1 00U P I E T 1 ]
0 L2y § 4o A [ ] |
Y] = vl W -1 R R nr oM 1
el 'Y 1, U o oo HIRY 1
try [8] [} mon WU -t el B et 1
bt ] - % -l Qg SIS sl 1
oF .\ 1 =] HR TS I W | o~ Y o o 1
U m HoooM I I (R A '
el N Qo oo ~ O u (S0 ] '
1t pi nﬁ [EL I I I o I Woel £y ) !
y4 h [ — Mo [EINS] '
Q o [ 3N =2 = TS I TH 1Y [CY - u W 1 ha O
' m.u U ot wo¢e oa iy n '
o1l ] 3 SIS RIS [T Y B | 1] ' £ M
£ o~ Oty W N t a ~! Sl 4] 1 =i [SEH
- U = (I YR Y ] 0 1 tal L]
(S &1 - In O OO S a ht [T Y] ! = oLk
i B b= S U opy o FYIRN G ] e 1 [t} |+
el I-f [ = 5= 1tk a S ~ ] u} ~= o
0 o) LR et h IH 0
[E ] it . a 2 - o ' 3] o
o O By (s IS s I VRN H oM ] K] ! 2 (1
o 2o e e e e 0O m 1 1 worh
BOwd e 4 q 1 [£3]
q U0 O £ 1
. i oo i Ui LY e 1 [ B
B r - U N ' Ut ft
[VE 0 LY [ I 1] 11 ] i [ERN
0O o3 K] 0N - Q ' - LTI &)
fr B w1 m o= o o 4a t In fe Eo



g

UNITED STATES MALRINE CORPS
18T MARINE AIRCRAST WING, THF PACIFIC
) TNIT 17101
FTO AP 96602-7101

I RZPLY

1830
R/ oo

(UL R AN,

(DATE;

»om:  QIC
o: Bank/Bating Full Mame SSN/MOS Sranch of Sarricz or Titla

Suktdi: ASPOINTMENT AS 2 TERMINAL ARZXM SECURITY CFFICER {TRS0)

Ref: (a) MCQ P
(b} IRM E

Conveanticns

':'L‘."."

zin i neil you are formally zzlisws

(d}). This arrocincment wil

2. Tsou wi

sacuricy &z

contacT

ing =zs

$2i4

R i A e

[ taat=d]
L

TRET TUIDCESZMENT

From:  RBank/Racine Full Name SSM/MOS Zranch ¢of Ssrvice or Titlse
To: QIc

LOTOTNTUENT I




Beoard
on exchangs.

.;

=
rmat

=N

Bcaxd Sys
Byts -

Centrazl
unic.

Processing Unit

Ciassified Informaticn
particular

security clas

CME

A servics which provid

e

m.

{(CzU) - T

=1

<

Co

[LH]

for eﬁUl:ﬁEﬁ“.

Cemputer - & functional unic that can gericrm
including numercus aritimeZic creraticns or lc
Computar Games - A softwarz catszgcry Lest casc
Tac {age that does not prcvide & product wiich
environment for which the Computer W&s DUrclas
Tetrig, Flignt Simulater, GoOLiZ, Turzo Tax, ebtc.

Curscr - 2 mcvabls, visi
wnizh the nsxt operaticn

- : e e sy = =
Data - A rsors=sentatlich
= R - 4 d =
IOTXRMallzZec MaEnner SUuicas
P R P |
TXOCSsELNC LV noumans or

==
o D

Da ase

o
1
i
Yy B
00

LTS ITE02 QYT [oppi
iem T s e e
—ar e G e el e

CZ LACTE
Ta Smw- late
2 ZCT

v ozutcm

TERMS

et o

, CF
mmunicaticn,

N oLz
mruterizsed mecnanism Icr
.
he procsssing
=g Lo &
- — -
o its contant.

-~} Fa— P [ S
SUDSTaNUIAL COMDUTaCLChn,
CLC creraticns

.
=7 3 - | - —— - -
rined as "zaoy scItwars

= | . B =t
CZENl L2 UTL_LLZaC 11 CIiE
ed." Examplsas incluce:

lntsr-connacrag

— i ey
S= Lol
mar gt
= o

—i e

"'."‘. —_—

fageka

el e
Lt

_(.3

i v

— el

zaTion

hgl
-

T §h

{b

in

i

h
t

i

iy
1,)



SCP FCR ISC ’ - =

Data Circuit-terminating Equipment (DCE) - The eguipment that provides

the signal conversicn and coding between the datz texminal sguipmen:z

(DTE) and the line in a data staticn
-Data Communications - The transmission and rscepticn cf dats.

Data Processing System - A system, including computsr svsism and
associated personnel, that perform input, processing, stcrage, outzus,

and control functicns te accomplish a segquence of cperacicns on datz

Data Terminal Egquipment (DTZ) - That part of a data stzcion that

serves as & datz source.

DD 250 - A DOD standard form usad to document the accsztancs of

equipment.

DD-1142 - R reguisition, invcocice, and shipping document used to corder
egquipment locally.

DD 1348-6 (F=B 85) - A DOD single line item rsquisition svestem )
document usad to order parts in CONUS

Debug - To detsct, to trace, and to eliminate mistakss in computex
programs or in cther softwars

Defense Data Netwerk (DDN) - An internaticnal comruter nstwcrk managsd _
by the DOD and us=sd by all the uniform services. ‘

Designated Approving Authority (DAA) - The Eeadquartsrs sctzii sectich,
Commanding Genexrzl, orxr Commanding Ciiicsr holding the autherizv to
apcorove clzgssified or sansgizive procsassing at 2 csrizin iav

below.

Digital - Pertaining to datz that consists of binary diciis.

Digital Computar - & computsr that ccnsiscs of cons ¢r mers ssscclzctsad
Ttrocassing uniss and periprnarzl sguisment and that s Controolad v
ing 1i ; “zr may be & stand-zlcone Unih o or

Diskatte - 2 Zlaxinlz macgnatlisc CGisk anclcsed 1n & CroTsacTivsz
conoainer Svrenvmous with Ii=axikzi=s flcorrv disk
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P

APPENDIX ¥

GLOSSARY
i This glosszry contains working deliniticns ©c assist the ISC and
the users they support. Tsrms arza listsd alphabetically and in some
cases, rapeatasd since the same function ¢r desvics has mors than cne

commen name.,

Access Time - The time intszvazl betwesn
instruction control unit initiates
which the delivery of the data 1

Accraditation - The vtrocsss used to rsguest and cbtain certificatiozon
for a Marine Corps Automatsd Sexvice Csntsr computer svstsm, Cr botz,
to process informaticon at a particular security lsvel




ASCII - American Standard Code for Informaction Intarchancs.

Asynchronous Transmission -

a. Transmission in which the time ¢f occurrsncs cf the scart of
each character, or block of characters, is arbitrzry; cnce starcad,
the time of cccurrsnce of each sicnal rzpresenting & pitc within the
character or block, has the szame ralationshis te sicnificant instanc

cf =& fixed time frame.

b. The communicaticns mode in which a start and stcp bit are
inserted betwesn every eight bit werd.

e

Automziaed Data Preocessing (ADP) - Dat

& procsessing by mezns of one or
morz devices that use commen storage for zll or part of a computsx
program and also for &ll or part of the data necessary for exscution
oL the programs; that executs user-wriitsn or user desicnared
progcrams; that perzorm user-cesignatad svmbel manipulation, such as
arithmetic cperaticns, lcgic operaiions, or characier-string
manipulation; and cnat Can execute programs that medify themsslivas
fjuring their executicon. Autcmatic data processine may ke performed
a stancd-zlone oxr by severzl connectsd units.

ftile, flopzy, herd disk, or cths

Backun - To make & copy of &n entirs
se s

2. The prccessing of datz cr the zccomplisiment of joks
accumulataed in advance, in such @ mannexr thaI the user cannct fur-hs
influence its precsssine while it is in prograss.

3 ' 7 - P - N ~- = a4 PR
Baud - 2 unit ci signalinc soasd egual o the numbar of discrars
concifions or signal avents ter gaccornc.  Normalily measursc 1o pizs C
G213 per saccnd {brs)
Bcet - The procsss cf initizalizing tihs cperzting svstanm

- - = 1e -7 = - e
Bug - A mistzks or mellunctizn.

—

b



DOS - Disk Operating Systsenm.

rammable Read-only Memory (EPROM) - Syncnoym Icx
cd-only mencry.
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File Serwver - On z network, the ccmputser dadicaizd to ths manzgementc
and maintzsnance of network sharscd files.

vinonym for diskstis.
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SOP FCR ISC - Ce

IRM - Information Resources Management.
ISC - Information Svstams Coordinator.
- ISMC - Information Systems Manacement officer.

Job Ceontrol Language (JCL) - A prcblem-o
eXpreass statsmencs in & jcb that ars used t
describe its rzquirsments tc & mainframe cpera
Joy Sticlk - A laver with at least two decrezes 0f frsedom that is usad
as an input device, normally a locator.

X - A contracticn cf kilc. When referrin
capacity, two tso the tenth power, 1024 in

a

to storzge or memoxy
lecimal nctation.

fh

T4 T 4 e —~ - N o - - — — [y e
K3PS - Kilo Bits Per Secondy A d&ta<transisxy rats exgrassed as
thousands of bits per sscond.

Keyboard - A device cont 1l rews of keys which ars struck
-

cr "kaved" tc ents
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cne thousand bytas.

LAN Server - Cn a natwcrk, the computsr dedicated to tha netwerk

Line Printser - 2 dsvice that vrints a lizs of characters as a2 unit
. - - 1 - _
crmaticn svscsm desicned Lo tha pgericrmancs c:
1S
- : - - b = RO YU S S — | - — iy . IR Sy
Mzrine Co Datz Nebtworkx (MCDNM) - An inzt=rnziicnal netweork cwnsd aod

F-5



Matrix Printexr - A printer in which each charzactzsr is ragrssanczd cv z
pattarn ci dots Synonymous with dot printsr and dot matrix printsxr

MCCDPA - Mz

(MB} -

Modem - A functional unit that modulatzs and demcdulzatss sicnals. Cne
of the functions of a modem is to enable digitazl sicnals tc k=
transmitted over znalcoc transmission facilities. Mcdem is a
contracticn of medulater-demcdulator
Menitor - The video display scrsen connecizsd te a systsm. Ths taras
CRT, VDT, terminal, consclz, disclay, menitcer, scrssn, czo ars
SYTICTIYTMOUS .
MSEDOS - Microsoft Disk Cperating System.
Nanosecond - & unit of messurs egual ©c cns pililonth cf a szczond.
Network - See computser network.
Noce - In a network, a point whersz ong cr mcres funciicnal units
intarcennect transmissicon ilines
Cn-line -
'1} Perczining to ths cgeracicn ¢l z Iunctiscnal uniz wnan undar
tnz dirsct contrsl ci & comiuIsr
V20 Fergaining oo & GSsr's apillTy DI LNTSXESI wilh oz ocomouTsr.
(2Y FTartaining to the usey's 3CCT2sS5 I 5 IomTuTsry Uiz o3 ozarminal



Operating System - Software that controls the exscuticn cf programs.
An operating systam may provide sarvices such as rescuxcs allocaticn
scheduling, input/ocutput control, and cdata management Operzting

systems are prsdominantly softwars.

Peripherzl Equipment - Equipment external to the CPU which suroorts
the operations o

Hh

the ccmputsr.
Piracy - Pertaining to.softwars, see-Scfiware Piracy.

Pletter - An cutput unit that prs
two-dimensicnal graphic reprasent
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nter - An identifier that indicates that loczticn of zn iz=m of
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Point-to-Point Connection - 2 connection estzblished between twe darcs
ons: for catz trznsmissicn. The connection may includs switching

&. On 2 multi-point connection, the procsss wherzbv data staticons
arz invitad cne at 2z time tc t s

Preventive Maintenance - Maintanances pericrmed specifically to prsvant
exrors, faulzs, or groblems Zrom cccurring.

Pxint Wheel - 3 rotating disk that praesencts charzacisrs 2t & sizcls
rrint position Svnenvmeous with Svoe whasl

DProgcesscr - In & computsry, 3z Jfuncticnal unlt that inzsrtress znd
2X2CTUTtas instruciicns

Program - A segusncs of instructions suizabls for procsssing.



Programmer - A perscn who designs, writss, and tasts compussar
procgrams.

Programming - The designing, writing, and testing cf zrograms.
RAM - Randem Accass Memory.
Random Access - An acc

[~
cbtained frcm ¢r placed into a2 mass storz
manne

H

RASC - Regional Rutcmat
Marine Corps: C
A

Recoxrd - A set cf related cata or woxds trazstad as 2 unitg, s.¢., in
stock contrel, ezch inveoics could conscituts cne raooyd.

Remota Acgeszs -~ Zar

facility thrcough a datz link.

Ramot
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RS-232 - A szancard = gxlzl crz
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carzllal davicss o svscams oY crUh2ry dsvicss
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SAZRSE - Stzandzrd 2cczuntino Zudoszling and Zazoriing Soscs
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SAESTY - Suproysnas ACLivViIY SuocTLiy SvsoEm.
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Scheduled Mzintenance - Maintsnance carrisd cut in acccriance with

an
estzblished time schedule.
Sensitive Information - Uncla
- rastrictad access. This ¢z a2 ;
financizl informaticn for units/accounts with aggracats rzscurces of
[te)

$100,000 or higher, and information that might prove emczrrassing
the using unit, the Marine Corps, or the United St

to handle gerizl devicas such as modens,
er tcC.

SMU - Sassy Management Unit.
Scftware - Programs, procedures, rulss, and any
O

documentation pertaining te the cperatio

hardwars. .

3

Scftware Piracy - The acguisition of software you did nct purchase, cr
the distribution cf softwars to another perscn, in vicizticn ¢f the

Surge Protecters - A devics used to protact electrical sguipment frcm
gurces in the electrical pcwer by activaling & gulck Dlcw fuss ©o
sever the power connection

Synchrenous - Pertaining to two or mors processes that cspend upon Tos
cccurrance of a svecific evant such as cocmmen timing sigmal.
Synchroncus Transmissicn - Jaca transmissicon in which tzZs time of
ccourrancs of ezch sicnal raorasenting a Lit is rslaced o oz Iixsd
Cime Irzme.
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TEMDEST - A =at of sgecificatien covering the ectrocmagnetic
em ard limits

= el
Lssicns f*om ameng other things, computers: The stand
s £

ocas:;:c classifi

allcocwakis ssions from machine

ye
=,

4

be=n botnh certif Fiad and accradi

£ified - Denctas th
passe the sex:

P

TEMPEST Accreditsed - Denotss that & syscam o¥ pisce cf eguipment has
T i {23

Token - A device or centrol ccae held bv users and usaed in conjuncticn

=
witn accsss control scftwars.

Toksn Ring - A type cf LAN crerating svstem wnich passes a contrcl
ccds cor "toksn" from station-Lo-STALICh Cniv the station heldi=zg

tokan ring canl transmit caca.

» : - =y 1 = mpmye = oam a e .
Trojan Ecrse - A pregram wilcd &RDERIS usaful LU CCLIZLnNS Scme

d i
descruc-ive acticn. Fras scitwars @&y 22 & VLIUE L4 clgsooiss
Py o ety om — ] . - - —~— 2 o pmm e e aa . - -— = - - P =
Ti—ma=crnd Time - The slzossd Cimé Cefwash SUCDmLIZIC CI & TCn and
r=ITuen oI Coe CCmMRLsTS cUtIvT

= .- L. T™ = m o - ——
TDS - Unos Digrs ZVECeED
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Sary voltace
required to kssp a syscem running during local power fluctuaticns cr
outages
Validation - The checking of data for corractness or for cemepliancs
with applicable standards, rules, and conventions. '

)

Verify - To determine whether
operaticn has besn accomplished

transcription of data or other
accurataly.

Virus - B self-replicating program that travels from cocmputer to
computer viz network, telephone modem, or hand carry of infectad
media.
Wide RArea Network (WAN) - R network generally defined as teing svr=ad
out cver an arsz larger than severzl units or z base
Word Processing - An application which permits the entrv, editing, and
printing of textual material.
Work Station - Usad to refsr to z microcomputer system or terminal
connectad to another computsr
WORM -

&. A gpecizal type of vizus which reproducss itsel? znd moves
throughout a program wiping cut data and program code with accsss
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